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OPOH EMANAAHWH 05/08/2025
Mevikd Noookopeio Kapaiag, 05/08/2025
A.T.: 20337

EAAHNIKH AHMOKPATIA

YMNOYPIEIO YTEIAZ

4n Y.IN.E AvatoAiknrig Makedoviag & ©pakng
FENIKO NOZOKOMEIO KABAAAY
Yrodievbuvon OIKoVOoUIKOU

Tunpa MNpopnBewwv

Toax. dtevBuvon  : TMeploxr Baowakn,Aylog Zidag, T.K. 65500, Kafaha
MAnpopopleqg o AAéka NikoAaitdou

TnAcpwvo ;2513501912

HA/kO tax/pelo  : promithies@kavalahospital.gr

Mpog: KaBe evdiapepodpevo

MPOZKAHZH ENAIADEPONTOZ 1

MpookAnon ywx tnv mpounBeia 300 adewwv XpAong avtukov Aoywopkov (CPV: 48761000-0),
TipouTIoAoyoTikng Samadvng € 7.000,00 mAéov D.I.A 24%, pe tn Swdkaoia tng oamevbeiog
avaBeong, cVpPWVa PE Ta apBpa 2 Tap. 31 kaw 118 tou N.4412/2016, 6w TPOTIOTIONONKE KL
LOXVEL CUPPWVA e To &pBpo 50 Tap. 1 Tou N.4782/2021, pe KPLITAPLO KATAKUPWONG TNV TIAEOV

OUMPEPOVTN OO OLKOVOULKT) ATIOYN TIPOCPOPA, OMOKAELOTIKA BATEL TUUAG.

To l'evikd Noookopeio Kafdahag éxovtoag utt’ ogiv:
A. Tig SloTdEeLg OTWG OUTEG LaXVOLV:
1. Tov v. 4412/2016 (A" 147) "Anuooiec TupPdoelg Epywv, lMpopnBewwv kat Ymnpeowwv
(mpoaoappoyn otig Odnyleg 2014/24/ EE ko 2014/25/EE)»,
2. Tou V. 4622/19 (A" 133) «EmiteAikd Kpdtog: opydvwon, Asttovpyior & Sapavela TG
KuBepvnong, Twv KLBEPVNTIKWY 0pyAvVwy & TNG KEVTPLKAG dnoctag Slolknong» Kat dlwg
Tou &pBpovu 37
3. Tov v. 4013/2011 (A" 204) «XVvotaon eviaiog AveEdptntng ApxNc Anpooiwy ZuPBaoewy Kat

KevtpikoU HAekTpovikoy MNTpwou AnHociwy ZUUPATEWV...»,





10.

M.

12.
13.
14.
15.

16.
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ToL &pBpovu 4 tovu T.6. 118/07 (A’ 150)

ToL &pPBpov 5 TNG amopaon pe aplBu. 11389/1993 (B’ 185) Tou Ymoupyou EcwTepikwv

Tou V. 4601/2019 (A" 44) «ETapilkol PHETOOXNUATIOMOL KL EVOPUOVION TOU VOUOBETIKOU
TAawotov pe Tig Stata&elg Tng Odnylag 2014/55/EE tou Eupwmaikov KowvoBouAiou kat Tou
JupBouAiov Tng 16ng Ampldiou 2014 yiax TNV €kSOON NAEKTPOVIKWY TIUOAOYIWV OTO
TIAQ{O10 SNPOCLWY CLUPBATEWVY KL AOLTTEG SLOTAEELC»

™V utt' apB. 57654/22.05.2017 Amtdégpaon tou Ymouvpyol Owkovopiag Kot AVATTuEng pe
Oepo: "PUBUon edkOTEPpWY BepdTwy Asttoupylog kot Staxeipiong tou Kevtpkov
HAekTpoviKkov MnTpwou Anpociwv XuuBdoswv (KHMAHZ)" (B/1781),

™¢ apBp. KY.A. owk. 60967 E= 2020 (B' 2425/18.06.2020) «HAektpovikn TioAdynon oTo
TAaiol0 TwV ANPoolwy ZVPR&oswv Suvapel Tou V. 4601/2019» (A'44)

™ apBu. 63446/2021 KY.A. (B' 2338/02.06.2020) «KaBoplopog EBvikov Mop@dTutou
NAEKTPOVIKOU TIHOAOYiou 0To TAaiOL0 Twv Anpociwv ZuuBaoswv».

Tou V. 3419/2005 (A" 297) «[evikd Epmopikd Mntpwo (IE.MH.) kat ekovyxpoviopog tng
ErtipeAntnptakng NopoBealac»

Tov v. 4270/2014 (A' 143) «Apx£G SNUOCLOVOULIKNG SLaXElpLong Kat ETOTITELOG (EVOWUATWON
™g Odnylog 2011/85/EE) — SnNuoclo AoyloTIKO Kot GAAEG SLATAEELC», OTIWG TPOTIOTIONONKE
KO LOYVEL,

To T.5. 80/2016 (A"145) "AvaAnyn UTTOXPEWTEWV ATIO TOUG ALOTAKTEC".

Tou v. 2859/2000 (A’ 248) «KUpwaon Kwdika ®dpov MpoatiBépevng Aglac»,

Tov V. 2690/1999 «KUpwan tou Kwdika AlolknTikng Aladikaotog kot dAAEG SIATAEELS,

Tou Kavoviopou (EE) 2016/679 tou EK kat touv ZupBouvAiov, Tng 27ng Ampthiou 2016, ylx
TNV TPOOTOCIA TWV PUOLKWY TIPOOWTIWY EVOVTL TG enegepyaoiog Twv Sedopevwy
TIPOOWTILKOV XOPOKTPA KAl ylor TNV €AeVBepn KUKAOPOPIa TwV SESOPEVWV QUTWY Kal
™V Katdpynon TG odnylog 95/46/EK  (Fevikog Koavoviopodg yloe tnv  lNMpootaocia
Aedopevwy) (Kelpevo mou mapovaotalel evdlagepov yia Tov EOX) OJ L 119,

ToL V. 4624/2019 (A" 137) «Apxn Mpootaciog Aedopevwy MPoowTikoy XapoKTAPQ, HETPX
epoppoyng tou Kavoviopou (EE) 2016/679 Ttou Eupwmaikoy KowofouAiov kat Tou
JuppovAiou TNG 27ng Amtptiiov 2016 yla TNV TIPOOTACIN TWV PUOLIKWY TIPOCWTIWY EVAVTL
™G enegepyaoiog SeSOUEVWY TIPOCWTILKOU XOPOKTAPO KOl EVOWUAXTWAON OTNV €0VIKA
vopoBeaia tng Odnylag (EE) 2016/680 Tou Eupwraikoy KowvoBouAiou kat Tou ZupBouAiou

™NC 27n¢ AttptAiov 2016 Ko GANEC SIOTAEELC»,
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Tov V. 3329/05 (PEK 81/A'/04.04.2005), «EBviko XVotnua Yyeiog & Kowwvikng
AMNAEYYUNG» OTIWE OUTEG TPOTIOTIOINONKAV KA LOXVOLV OTUEPQ,

Tov v. 3580/2007/PEK 134/A/18-6-2007 «[Mpoun0eleq POPEWV ETIOTITEVOPEVWY OATIO TO
Yroupyeio  Yyelog kot  Kowwvikng AMNnAeyyung Kot OAAeG  OLOTGEELG»  OTWG
TPOTIOTIONBNKE KL LOYVEL,

Tov V. 4542/2018 (PEK A 95 - 01.06.2018) apBp.4. PubBpioelg yla Tnv EBvikA Kevtpikn Apxn
MpounBewwv Yyeiog,

Tov v. 3861/2010 (A’ 112) «Evioxuon Tng SLapAVELQG UE TNV UTIOXPEWTIKA ovAPTNON VOUWY
KOl TIPAEEWV TWV  KUBEPVNTIKWY, SIOIKNTIKWY KAl OUTOSIOIKNTIKWY 0pyAvVwWY OTO

SLadIKTLO "TIPOYPOUUO Aloyeld" Kot GAAEG SLATAEELS” OTIWG TPOTIOTIONONKE KAl LOXVEL,

21.tnVv KYA 52445 E=2023 ®EK.B.2385/12-42023 yiar TNV YTIOXPEWON LTIOBOANG NAEKTPOVIKWV

TIHOAOYIWV OO TOUC OLKOVOUIKOUG (POPELC.

B. Tig omOQAOCELG KOL TA EYYPOUPCE:

1.

2.

To vurn'oplBu. Tmpwt. 2411/30-01-2025 mpwToyeveg altnua  tng  Ymodievbuvong

MANPOPOPLKAG HE ETILOVVATITOUEVEC TIG TEXVIKEG TIPOSLaypaeg (AAAM25REQO17179494),
H omo 1-07-2025 amdégaon Tou Aolkntikou ZupouAiou tou Mevikov Noookopeiov Kadag
(MpakTikd LTt aplBW. 8/16-07-2025, Bépa 21°), AAA WMZ14690BIM-XQY, ue TnVv omola:

i. Anogooiletal n okoTHOTNTA-Slevepyela Staywviopov ylae MpopnBeia 300 adelwv
XPNONG QvTUKOU Aoylopikov» (CPV 48761000-0) pe tn Swdikaoiar tng ameubeiog
avdéBeong ovpPwva pe T GpBpa 2 map. 31 kot 118 Tou N.4412/2016, oMW
TPOTIOTIOINBNKE KAl LOXVEL CUPPWVX Pe TOo apBpo 50 map. 1 touv N.4782/2021, pe
KPLTAPLO KATOKUPWONG TNV TIAEOV CUMPEPOVTA OTIO OLKOVOULIKNG AToYNng TIPOCPOPAC,
OTIOKAELOTIKA BACEL TIHNG, TIPOUTIOAOYLOTIKAG damavng € 7.000,00 dvev PIA 24%. H

xpnuatodotnan Ba Bapuvel TOV TIPOUTIOAOYLIOUO TOL £Toug 2025.

ii. EykplvovTtal ol TEXVIKEG TIPOSLAYPOPEG TIOL ETILOVVATITOVTAL OTO TIPWTOYEVEG AUTNUA.

ii.  Amogaocileton N avaAnyn VTIOXPEWONG Y TOV avwTepw Slaywviopd otov KAE 0419

oVuPWVa pe TNV AAY 337/30-01-2025.

3. Tnv utt apB. mpwt. 337/01-08-2025 amdpacn avdAnpng uroxpewaong (AAA: WOPO46908Br -

QYW, AAAM 25REQO017338130)

4. Tnv vt apB. 118/22-01-2025 (AAA:6YIE4690BI-Al7) amdpaon Tou AloKnT Tou lev.

Noookopeiov KofdAag, n omola opilelt TV  emTpomnrn  Slevepyelag  SLoywWVLIoUWY

TPOUTIOAOYLOTIKAC Samavng €wg 30.000€ ouv DA,
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MPOZKAAEI KAGE ENAIAGEPOMENO

Mo v KaTtaBeon TPooPopdq yia TNV TPoprBeia 300 adswwv xpnong avTtuikol Aoylopkou (CPV:
48761000-0), tpovmoAoylotikng damavng € 7.000,00 mAcov @.MN.A. 24%, pe ™ Sadikaoia NG
amevbelag avaBeong oVupwva pe ta Apbpa 2 moap. 31 kot 118 tou N.4412/2016, OmMwg
TPOTIOTIOINONKE KO LOXVEL CUPPWVO e TO &pBpo 50 moap. 1 tou N.4782/2021, pe kpttnplo
KOTOKUPWONG TNV TIAEOV GUUPEPOUTN OTIO OLKOVOWULKI) &ToWn TIPOC@POPE, OTIOKAELOTIKA BAOEL
NG,

dopeag XpNUATOSOTNONG TNG TIapovoag oLPPaong slvat o ToKTIKOG [1poUTOAOYIONOG TOU
levikou Noookopeiou KapaAag. H damavn yla tnv ev Adoyw oupBaon Bapuvel tnv pe KA.E.: 0419,
OXETIKN THOTWON TOU TIPOUTIOAOYLOHOU TOL OLKOVOULKOU £Toug 2025 Tou Popéea.

HMEPOMHNIA AH=HX YMOBOAHZX MPOX®OPQON: 207 Auyovotou 2025, nuépa TeET&PTN Kol wpa
14:00.
HMEPOMHNIA AMOZ®PATIIZH: 211 Auyouotou2025, nuepa Mepmtn kat wpa 10" tpwivn.

IZXYX MPOZOOPAL: 180 nuepec.

TOMOZX AIENEPTEIAZ: Tpaeio MpounBetwv

Ot TPoo@opEG UTIORAANOVTAL OE  OPPAYLOPEVO QOKEAO 0To [papeio MpwTokOAAOL TNG
Yminpeotiag, omou Ba taporauBavovtal kat Ba amodidovtat oto Turua MpopunBelwv. MNpoopopeg
TIOU  KOATOTOevTal HETA TNV TOPOTIAVW NUEPOUNVIX KOl WPX  Elval  eKTIPOBeoUEG  Kal

ETUOTPEPOVTAL amtd TNV YTnpeaia.

XPONOZX IZXYOZ TQON NPOZOOPON

Ol UTIOBOANOPEVECG TIPOTPOPEG LOXVOLV KOl SECUEVOUV TOUG OLKOVORLKOUG (POPELG YLt SLAOTNUX
180 NUEPEG QMO TNV EMOPEVN TNG SlEVEPYELAG Tou Slaywviopov. Mpoapopd n omola opilel xpdvo
LOXVOC UIKPOTEPO OO TOV QVWTEPW TIPORAETIOUEVO amoppinTeTal. H 1oxV¢ TG TPOoPOPAg
UTTopEl Vo TtapatelveTal eyypa@we, Qooov TouTto {NTNBsl amd TNV avabBsTovoa apxr, TPV orod

™ Anén e

IXXYZ THX 2YMBAZHX : 90 nuepeg,.

Tov TtpounBeuth Ba BoapUvouy ol TIPORAETIOPEVEC ATIO TOV VOO KPATHTELC.

Kortd o Aot Loxvouv ta avapepopeva oto N. 4412/2016 Kot TG TPOTIOTIOTELG OV TOU.
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CPV

EIAOS MEPIFPADH
(MPOMHOEIA'H

MON.
ME

nozot
HTA

ENAEIK.
TIMH
MONAA

YMHPEZIA) TPHZH2

(023

2YNT
OnNA

SYNOAIKH
nPOYN/NH
AANANH
XQPIZ ®NA

SYNOAIKH
nPoyYn/NH
AANANH

ME ONA

300 &deleg xprong
48761000-0 xenen Tepdylo 300

QVTIKOU AOYLOULKOU

23,33

24

7.000

8.680

2YNOAO 300

23,33

7.000

8.680

Texvikég mpodlaypadEc

Noylopuiko Antivirus

A/A

MPOAIATPADH

ANAITHZH

AMANTHZH

NAPANOMIMH
TEKMHPIQZH2

Fevika

1.1

Na avadpepBei 0 KATAOKELAOTNG KAL TO OVOLA/£kS00N TOU AOYLoULKOU
npootaciog and uc.

NAI

1.2

To AOYLOWLKO TIPOCTACLAG VA UTOOTNPLLEL T £€MG AELTOUPYIKA CUCTAUOTA:
MS Windows 7, 8, 10, 11

MS Windows Server 2008 r2, 2012, 2016,2019,2022

Linux (Ubuntu Desktop 18.04 LTS 64-bit, Ubuntu Desktop 20.04 LTS, Ubuntu
Desktop 22.04 LTS, Red Hat Enterprise Linux 8, 9 with supported desktop
environment installed, Linux Mint 20, 21)

MacOS 10.12 and later

MacOS Server 10.12 and later

NAI

13

O eAdxLoTeg amattroelg cuothpatog va eival < 0.3 GB eAevBepn)
StaBeoun pviun (RAM) kat < 1 GB eAevBepog xwpog 6Tov okAnpo Sioko.

NAI

1.4

To cuotnua npootaciog Oa MPEMEL va £XEL TILOTOMOLNON TOU AveEAPTNTOU
opyaviopou AV-Comparatives “Business Security Approved” kat “Real
World Protection Advanced” kat’ eAdxlotov, yla ta TeAeutaia 2 €tn
TOUAGXLOTOV.

NAI

1.5

To clotnua Ba TPEMEL va EXEL TILOTOTIOLNON TOU AveEAPTNTOU LVOTITOUTOU
AV-TEST GmbH, “Approved Corporate Endpoint Protection - TOP Product”
Kot eAdylotov Ta TEAeUTala 2 £Tn

NAI

Avtukn Mpootacia

2.1

H eykatdotaon tng KeVIpLkng Bdong malware Ba yivel og server ato
€0WTEPLKO SikTUO TOU Popéa Kal OxL o€ e€wTtepLko Siktuo (my oto cloud rj oe
Server mou €Lval EYKATECTNIEVOG O€ server EKTO¢ EYKOTAOTACEWY TOU
dopéa). Na tpoodepBolv 6Aa ta amopaitnta ylo Tov ev Adyw server
(duoko A elkovikd).

NAI

2.2

Na urtootnpiletal avixveuon Kot KoaBopLopog OAWY Twv TUTIWV AIMEAWY
malware: viruses, malware, trojans, dialers, spyware, jokes,
hoaxes,ransomware.

NAI

2.3

Na urootnpiletal AUTOUATN AVIXVEUGH Kal KOOaPpLoUOG TWV
nipoavadepBEVTWY AMEINWY OE TIPAYHATIKO XPOVO.

NAI

24

Na urootnpiletal avixveuon kKat KaBaplopog Twv npoavadepbEvTwy
AMEAWV.

NAI

2.5

Na urtootnpiletat IPS (intrusion prevention system).

NAI

2.6

Na umootnpifovtal texvoloyieg advanced heuristics (ev&etktikd: DNA,
smart signatures, Behavioral Analysis) yla Suvatotnta avixveuong
ayvwotou malware.

NAI

2.7

Mpootacia yia SSL/TLS filtering ota mpwtokoAa HTTPS, IMAPS, POP3S.

NAI

2.8

AuvaTtotnTa AMoTPOTAC YWWoTwy exploits

NAI

2.9

Auvvatotnta prmlokapiopatog OAwv twv ceAidwv tou Internet og €va client
KaBwg kat Staxeiplon twv oeAidwv mou propouv va sivat Stabéotpeg oto
XProtn ava katnyopia, m.x. anotponh eniokeng oe oeAideg social media,
streaming videos.

NAI

2.10

Avvatotnta npootaciog oe diktuako emninedo ue client based Firewall, pe
Suvatdtnta dpktpapiopatog o eninedo Bupwv Kat edpappoywv o

NAI

5
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ELOEPXOUEVEC KOl EEEPYXOUEVEG OUVEETELG.

2.11 | Auvvatotnta npootaociog ano SIktuakeg amelhég kal botnets NAI
Avvatotnta eviaiag kapavtivag apxeiwv mou avixveldnkav ylo 6Ao To

2.12 | Siktuo, pe Suvartotnteg mpoPoAng clients ava amelln, e§aywyn Kat NAI
e€aipeon

Na mapéxetat ano to npodypappa achalic reptnyntrs (browser) yia thv

2.13 , , . , , ,
npootacia evaiodBntwv dedopévwy Kata tnv meplynon oto dladiktuo.

NAI

Na mapéxetat n Suvatdtnta puBULONG TPOoKABOPLOUEVWY Site e OKOTIO TNV
2.14 | autépatn avokateLOBUVON TOUG OTOV TPOCTATEUUEVO TIEPLNYNTH TIOU NAI
TIOPEXETAL ATIO TO TIPOYPAUUAL.

Na mapéxetat n SuvatdTnTa TOU MPOYPAUUOTOC O AELTOUPYLKO windows
server va eAéyxeL Toug pakéAoug Kat Ta apxeia oto Microsoft OneDrive for

2.15 Business yLa KAKOBOUAO AOYLOWLKO.

NAI

Na mapéxetat n SuvatdTNTA TOU MPOYPAUUATOG € AELTOUPYLKA Windows
server va AeLToupyoUV HETAEY TOUG WG cluster e OKOTO TOV CUYXPOVLOUO
Twv dedopévwy , Twv pubuicswv kat eldomotioswy .(my. AvtoAayn Twv
2.16 | mpoavadepopevwy dedouévwy kat pubuicewv Tou antivirus program oe NAI
windows failover cluster nodes,network load balancing nodes, oro0 kat
elval anapaitnto to mpdypappa va £xeL to 6o configuration og 6Aa ta
nodes).

Na mapéxetat n SuvatdTNTaA TOU MPOYPAUUOTOC TOTIUKA OE AELTOUPYLKA

windows server 6mou €xouv tov poAo tou hypervisor, va mpayotonolet
2.17 | scan otoug elkovikoUg Siokoug (Basic) Twv hyper-v virtual machines o€ on NAI
line state aAAa kat oe offline state twv ev Adyw VM.

2.18 | Auvvatotnta npootaociog and Brute Force Attack NAI
2.19 | Evowpotwpévn Aettoupyia Sandbox kaBwg kat mpdoBetn oto cloud. NAI
2.20 | Application control yia android cuokeuég. NAI
2.21 | Awaxeipion cuokeuwv (Device Control). NAI
3 Kevtpikn Staxeipion

Na umootnpiletal n Kevipikr Slaxeiplon OAwv Twv AOYLOUIKWY Tipootaciog
3.1 Twv otaduwv epyaciag / servers (antivirus client) péow kevtpikic cloud NAI
KOVOOAQG Kal e TN SuvaTdTNTA EYKATACTOONG TOTILKA.

Na urtootnpiletal n dnuovpyia mMoAAAMAWY opdadwy e Suvatdtnta

3.2 edappoyng Stadopetikwy MoATkwy / pubuicswy yla ke opdda.

NAI

3.3 AeLtoupyia MPOOWPLVAC ammevepyomoinong MOALTIKAG ava client NAI

Na umootnpiletal n loxelplon TwWV LOTOCEALS WV (EMITPEMOUEVEC, N
3.4 ETUTPEMOUEVEG) o€ éva oTaBuod epyaaiag / server dmou sivatl NAI
EYKOTEOTNEVOG O antivirus client.

Na urootnpiletal N aUTOMATN aviXveUOn TWV oTABUWVY Epyaciog tou
3.5 Bplokovtal oto tomiko Siktuo Se5oUEVWY aKOUO KL av UTA 8EV AVAKOUV O€ NAI
umnpeoia evepyou Kataloyou.

Na urtootnpiletal N yKATACTAON KOL AMEYKATACTAON TOU AOYLOULKOU

3.6 , L. . . , . NAI
npootaciag (antivirus client) péow TG KEVIPLKAG KOVOOAQG.
Na urmootnpiletal evepyomoinon adelag antivirus client og otabud

3.7 epyaoiag | server xwpig olvSeon oto Sladiktuo internet (offline NAI
activation).
Na urtdpxet n duvatotnta e€aywyng MAKETOU |UE TO TIPOYPOA

3.8 npootaciog, SLaXELPLONG, TIG AVTIOTOLXES TTOALTIKEG - PUBUICELG TOUG KOl TNV NAI

AbeLa EVEPYOTIOLNONG YLOL TOTILKEG EYKOTAOTATELG.

Na propetl va yivel eloaywyr] Alotag Twv UTOAOYLOTWY TOU SIKTUOU e TN
3.9 xprion evdeiktikd CSV apyxeiou nj text file i Active Directory Scan r} Active NAI
Directory import ; Network Pool 1} IP range KtA.

Na untootnpiletal €Aeyxog Kal eL60MOLNGN OTNV KEVTPLKA KOVOOAQ yLa TO av
3.10 | UTAPXOUV EVNUEPWOELG YLa AELTOUPYLKA cuatrpata Windows Twv otabuwv NAI
epyaoiag / server 6mou gival eykateotnUEVOG 0 antivirus client.

Na urtootnpiletal n mopakoAolOnon OAwv twv antivirus client kat n
3.11 | mapaywyn avadopwv Kot OTATLIOTIKWY O LopdEG (evdeiktika) PDF, PS, CSV, NAI
Charts kaBwg Kot N aOCTOA) AUTOUOTOTIOLNUEVWY emails Twv

6
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npoavodepOUEVWY avadopwV/CTATIOTIKWVY.

3.12 | Na umdpxet n duvatoTNTO AUTOMOTWY avaBabuicewy Tou ToU TPOIOVTOG. NAI

313 ETLOKOTNGN OE TPAYUOTIKO XPOVO yla OAQ TA TEPUOTIKA: UTIOAOYLOTEG, NAI
SLOKOULOTEG, ELKOVIKEG UNXOVEG, SLAXELPLIOMEVEG KLVNTEG CUOKEUEG

314 ETLOKOMN 0N 0 TPayHaATIKO XPOVO yla OAOL TA TEPATIKA: UTTOAOYLOTEG, NAI

’ SLOKOULOTEG, ELKOVIKEG UNXOVEC, SLAXELPLIOMEVEG KLVNTEG OUCKEUEC

Aodalela mpdoPaong RBAC Na Stabétel clotnua Staxeiplong mpoofacewv

315 Role-Based Access Control yia Aemtopepr ekxwpnon SIKowUATwY NAI
SLaXeLpLOTA KL Xprion KOVOOAQG O CUYKEKPLUEVEG OMASEG SIKTUOU, OUADEG
OVTLKELLEVWV.
Auvatotnta npodcoBacng Kovaolag pe EAeyxo TauTdTNTAS OANATIAWY

3.16 B NAI
napayoviwv (MFA)

3.17 Awoxeiplon Kwntwv cuckeuwv (MDM -Mobile Device Management) rou va NAI

KOAUTITEL cUOKEUEG Android kat Apple.

AntoBetrplo YAtkoU/Noylopkou (Hardware/Software Inventory) Evtomniopdg
3.18 | katmpoBoAr mMAnPodopLWVY yLa OAEC TIC EYKATECTNUEVEG EPAPLOYEC NAI
AOYLoULKOU OTOV OpyavIouo, OANG Kal yLa To eykateotnuévo hardware.

Na urtootnpilet ta epyaleia SIEM kat va pmopet va e€dyel OAeG TLg
3.19 | mAnpodopieg kataypadric otnv eupéwg arodektr nopdr JSON f LEEF/CEF, NAI
ETUTPEMOVTAG TNV EVOWMATWON UE Ta Kévtpa Emiyelprioewv Aodaleiag.

4 Evnpepwoelg

OL EVNUEPWOELG ATIO TO SLASIKTUO yLa TNG KEVTPLIKAG Bdong malware Ba
yivovtat autopata o Kevtplkd onueio (server Slaxeiplong) amo to onoio
4.1 OTNV CUVEXELD Ba evnEpwVOVTaL OAOL OL oTaBpol epyaciag Kat oL servers. NAI
Te mepimtwon mou dev sival Stabéatpog o server Staxeiplong, va
umnootnpiletatl autdpatn mapakapyn tou.

Ot poavadepduUeveg evnepwoelg Ba mpoodEpovtal €wg Tn ARén Tng

4.2 i . , ., NAI
neplodou eyyunuévng Aettoupyiag npopnOeLag.
43 Rollback og mponyouuevn €kdoon tou Signature File pe Tautdxpovn mavon NAI
’ TWV EVNUEPWOEWV, EMIAEYOVTAG TO KEVTPLKA 1 ameuBeiag amno tov client.
4.4 Na umtdpxet n SuvatdtnTa AUTOpATWY avoBabuicEwV Tou TTPOIoVTOoG. NAI
5 On boot scan

Na urootnpiletal cdpwon Kot KaBapLopodg Katd tnv ekkivnon Tou otaduol
5.1 epyaociag / server (on-boot scan) xwpig va xpetdietal va EekivroeL To NAI
AeLltoupyLko cloTna.

6 El81KEG amattioELg
6.1 Na urtootnpiletal n e€aywyr Twv pubuioswv evog antivirus client oe apyeio NAI
) KOl EL0AYWYNG TwV pubpicewv oe dA\ov amod to iblo apyeio.
Na mepléxetat ebapuoyr] mou va Kataypddel tnv kataotaon Twy agents /
6.2 antivirus clients (ebapuoyég, processes, services K.a) o€ o Xpovikr oTypn NAI
’ (snapshot) kat mpoalpeTIKA va UITOpPEL val YiVEL GUYKPLON LE T(PONYOUEVN
Katdotaon.
To pevou tng Kovoohag Slaxeiplong kot Twv antivirus clients yla toug
6.3 , , , , , NAI
otaBpoug epyaciag va SlatiBetal katl otnv EAANVIKA YAwooo.
7 Np6cBetn cloud acdalsia yia vEEG amelAEG
71 Na mapéyetal cloud reputation database yla apecdtepn npootacio anod NAI

VEEC ATEINEG.

Eldikol 6pot

1. HeAdxiotn SidpKela TWV TIPOTPEPOBEICOUEVWV OSELWV XPHONG AVTIKOV AOYLOUIKOU B

elvat dwdeka pnvec.
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PAKEAOZ MPOXPOPAL

Ol Mpoopopeg LTORAANOVTOL OTNV EAANVIKA YAWOOX HECO O O@PAYLOPEVO DPAKEAO, TOV

ETTOVOHOUEVO KUPIWE PAKeAO MNPOoaPopAC.

2TOV KUPLWE (PAKEAO TIPOTPOPAC TIPETIEL VOl AVAYPAPOVTAL EVKPIVWG TA EENG

> HAEEN «MPOXPOPA».

» O mAfpnc Tithog ™ apupodlag Ymnpeoiog (AvaBétovoag Apxng) mou Slevepyel To
Sy wVLoHO.

» O aplBuodg TPWT. TNG TTPOOKANONC.

» H KaToAnKTIKA nuepopnvia (npepopnvia AnEng) mpoBeouiog LVTTOROANG TIPOCPOPWY TOU
SlaywVLoPoV.

» Toa otolelot TOU ATTOCTOAEX (OLKOVOULKOU (POPEQD).

Meoa oTov KUpIWG PAKEAO TNG TIPOTPOPAC TOTIOBETOVVTAL OAX TO OXETIKA HE TNV TIPOTPOPA

oTolxela Kot el8IKOTEPA T EENC:

A)  TA AIKAIOAOTHTIKA 2YMMETOXHx

O OUUMETEXWY OPEiAeL VO KOATOBETEL UTIOXPEWTIKA MOl UE TNV TIPOTPOPA TOUC OTOV (PAKEAD TWV

OIKOLOAOYNTIKWY CUHPHETOXNG eyKalpwg Kkat Tpoonkovtwg, EMI TMOINH AMOKAEIZMOY, Ta

oKOAOLBA KOTA TIEPITTTWON SIKALOAOYNTIKAL:
Ol OUUMETEXOVTEC OPEIAOLY VOl KATOBOECOUV LUTIOXPEWTIKX Mol e TNV TIPOCPOPA TOUE OTOV
(PAKEAO TWV SIKALOAOYNTIKWY EYKAlPWG KOL TIPOCNKOVTWG, €T TIOWVA OTOKAEIONOU, Ta €ENAC

SIKaloAOYyNTIKA:

)] YrevBuvn SnAwaon omou SnAwvetat OTL:

» H mpoopopd cuvtdyxBnke CUPEWVA PE TOUG OPOLE TNG TIAPOVCOE TIPOCKANGNG TWV
OTIOlWV OL TIPOTPEPOVTEG EAOBaV TIANPN KO AVETILPUAQKTN YVWon.

» Ta otolela TIou avapEPOVTAL TNV TTPOCPOPX Elval aAnBr Kot akpLPn.

» Moapatteital amo k&Be Sikalwpa armolNUiwon TOU OXETIKA e OTIOLOATIOTE ATOPACN TNG
AvaBetovooag Apxng ylor avaBoAr i akVpWon — HOTalwon Tou Sy wVLIoHOV.

» JUMPMETEXEL OE PO OVO TIPOTPOPA OTO TIAATLO TOU TIOPOVTOG SLOYWVIOHOV.

»  AVOAQUBAVETOL N UTIOXPEWON YIX TNV TIPOOHKOUOX KOL E£YKALPN TIPOOKOUION TWV
SIKALOAOYNTIKWY TIOU AMALTOVVTAL KATA TO OTASIO TNG KATAKUPWONG CUMPWVX HE To N.
4412/2016.
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» H emuxelpnon evappovidetal pe TNV LTIOXPEWON LVTIOROANG NAEKTPOVIKOU TIHOAOYIOL TWV
OLKOVOULKWYV (POPEWV TIOL GUVATITOLV N/KAl EKTEAOVV CUUBATELG( TTOL UTIAYOVTAL OTOV V.
4412/2016) ME TIC AVOBOETOVOEC OPXEC KAL Ol OTIOlEC EKKLVOUV amo TNV 1n lovviov 2024,
oVpPwva pe TNV KYA 52445 E= 2023 ( PEK.B. Ap.2385/12-04-2023)

AkoroloynTtikd Kotokupwong

. MototmownTikd Mowvikov MnTpwou

TWV HEAWV TOU SLOIKNTIKOV, SLEVBLVVTIKOU 1| ETIOTITIKOU OPYAVOL TOU TIPOCPEPOVTOG N
TWV TIPOCWTIWY TIOV £X0LV €£0VCIA EKTIPOOWTINGNG, ANYNG ATOPACEWY N EAEYXOL OE

QUTOV.

Huepopnvia ékdoong: €wg TPELC (3) PAVEC TIPLV oo TNV UTIOROAN TOoU.

o Eviaio Motomnointikd AikkaoTikng Pepeyyuotntog oo 1o opuodio Mpwtodikelo

Huepopnvia €kdoong: €wg TPELC (3) WAVEC TPV OO TNV UTIOROAN TOou.

. ATIOSEIKTIKA  £VYpoupol  VOUILOTIOINONG TOU TIPOOPEPOVTIOC 1l Tou uttoynpiov

VOULKOU TIPOCGWITIOV

Mo TNV amddelEn TNEG VOULUNG CUOTAONG KAL TWV UETABOAWY TOU VOUIKOU TIPOCWTIOU
TIPOOKOWMI(ETAL YEVIKO TULOTOTIOINTIKO peTafoAwy Tou NEMH, To omolo exel ekdoBel ewg

TPELG (3) HAVEC TIPLV amtd TNV UTTIOROAN TO.

JTIG AOUTTIEG TIEPUTTWOELG T KT TIEPITITWON VOULMOTIOINTIKA £YYPAPO CUOTACNG KAl
VOULUNG EKTIPOOWTNCNG (OTIWC KATAOTATIKA, TIOTOTIOINTIKA HETABOAWY, avTtioTolxa
®EK, amo@doelg ouYKPOTNONG OPYAVWY SlolkNoNg O CWHA, KATL, avOaAOyo UE TN
VOULKN HOP®N TOU OLKOVOUIKOU (POPEX), CLUVOSEVOUEVA QTIO LTIELBULVN SHAWON TOu

VOULUOU EKTIPOOWTIOV OTL EEXKOAOVOOUV VO LOXVOUV KOTA TNV UTIOBOAN TOUG,.

. MNoPOCTATIKA EKTIPOCWTINONG, OV OL  OLKOVOUIKOL (POPEIC  CUMUETEXOUV  UE

EKTIPOCWTIO TOUC
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JTIC TIEPUTITWOELG TIOU O OLKOVOUIKOG (POPEAG (VAL VOULKO TIPOOWTIO KO UTIOXPEOVTAL,

KOT& TNV Kelpevn vopoBeaoia, var SNAWVEL TNV EKTIPOCWTINGN KAl TIC METAPROAEC TNG OTO

FEMH, tpookopidet

QVOAUTLIKO TILOTOTIOINTIKO EKTIPOCWTINGNG EXEL €KOOBEl £wg TPELG (3) Urveg TPV
omd TNV UTIOROAY) TOL Ko
TILOTOTIOINTIKO LOXVOUCAG EKTIPOCWTINCNG, TO OTIOIO TIPETIEL VAl £XEl ekS0BEl £wq

TPVTA (30) EPYACIUES NHEPEC TIPLV OO TNV LTIOROAN TOu.

BeBaiwan Aa@oAloTikne/Popoloyikne Evnuepotnroc,

Oa TPETIEL VA ElVaL EV LOXV KOTA TNV UTIOBOAN TOUG, GAAWG, OTNV TIEPITITWON TIov SeV

QVOPEPETAL XPOVOC LOXVOC, Vo £Xouv ekd0Bel €wg TPelg (3) UVeS TPV TNV uTtoBOANR

TOouG

MoTtomonTikO MnTpwou ETyslpnoswy Tov avtiotoiyouv EmpsAntnpiov

LE TO oTolo ToTOTOE(TAL gyypa®n TNG EMXEPNONG 0TO MNTPWO TOL AVTIOTOLXOU

ErtipeAnTtnplou kot avaypa@ovTal Ta avTIKeipeva SpaatnpLloTnTag,

YmevBuvn SnAwan tou N. 1599/86 6oL SnAwveTal OTL

Ol OaO@OALOTIKOL (POpelg oToug oOTolovg  KATARAANOVTOL ELOPOPEG Yl TO
ATIOOX OAOUUEVO TIPOCWTTKO,

H emtixelpnon dev LTIOKELTAL O TLXOV VOULKOUG TIEPLOPLOUOVG AELTOVPYILAG,

Agv €xEL ATIOKAELOTEL N CUPUETOXN TNG O SLAYWVIOUO, PE APETAKANTN QATIOPOON,
Agv €xel UTIOTIEDEL O COROPO TIOPATITWHN KXTA TNV AOKNON TNG ETIAYYEAUXTIKNAG
NG Spa0TNPLOTNTAC,

H emxelpnon elval ouvemng oTnV eKMANPWON TOOO TWV OCUPPBATIKWY TNG
UTIOXPEWOTEWV 000 KO TWV UTIOXPEWOTEWV TNG €V YEVEL TIPOC TO ANUOCLO TOUEQ,
Agv €xel kKavel Peudelg N avakplPelg SNAWOCELG KAT& TNV TIAPOXN TTANPOPOPLWV
Tov nTouvTal amod TNV YTnpeola,

O OLKOVOMIKOG (POpEQG Sev £xel OBETNTEL TIC UTIOXPEWOELG TOU OTOUG TOMELG TNG

TIEPBOAANOVTIKAG, KOWWVIKOXOPOALOTIKNG KAl EPYATIKAC vopoBeatag.

Ot YmevBuveg AnAwoelg tou N. 1599/86 mpemel va €xouv ouvtaxOel PeETA TNV

KolvoTtolnon Tng Tapovuoag. ‘OTav aQopoVV VOULIKO TTPOCWTIO/ETALPELEG LUTIOYPAPOVTOL

amd TOV VOUIUO EKTIPOOWTIO TOU  OLKOVOWIKOU  OpEa. AleukpvileTal OTL ol

10

10
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OTTOUTOVHEVEG KATA T AVWTEPW SNAWUTELG UTIOYPAPOVTOL aTtd TOUG OLOXELPLOTEG O
niepimTwon ENME, OE, kat EE kat amtd tov Mpdedpo tou AZ. kat 1o A /vta 20PBovAO o€

TiepimTwon AE.

B) TA TEXNIKA 2ZTOIXEIA

Tal TEXVIKA OTOLXElX TNG TIPOCPOPAG TOTIOBETOUVTAL O EEXWPLOTO TPPAYIOUEVO (PAKEAO HEC

oTov Kuplwg PdkeAo pe TNV evdelén «TEXNIKH MPOZPOPA». Y& ouTOV TOTIOOETOUVTOL ETTIL TIOWVN

OTIOKAELOPOV, Tal KATWOL :

1. Tpooepdpevo eldog Kat TEXVIKA XAPAKTNPLOTIKA (H TEXVIKA TIPOOPOPA TIPETEL ETONG VX
TIEPAXUBAVEL VAIKO TEKUNPLWONG Yla TO TIPOOPEPOUEVO €(60C, eYXEPIOLX, TEXVIKA PUAAXSIX
KATL amtd Tar omtolo Bt TIPOKUTITEL N KEAUWN TWV OTTALTACEWY TNG TIPOOKANCNG). YTIOXPEWTIKA
Do TIPETIEL VO ovaPEPETAL Yol TO €(60G 0 KWOIKOG amtoBrKNG Tou TIPOUNBOEVTA KAl 0 KWOLKOG
gpyootaaiou.

2. JupmAnpwpévog Mivokag Tuppopewong, SnA. 0 THVOKOG TWV TEXVIKWY TIPOSLaypapuv

OUUTIANPWUEVOC)

N TA OIKONOMIKA >TOIXEIA

ToToBeTOLVTAL OE EEXWPLOTO OPPAYLIOUEVO PAKEAOD, €TIONG MHECX OTOV KUPLWG (PAKEAO, UE TNV
evoelEn «OIKONOMIKH TMPOX®OPA». itov @akeho «Olkovoulkr) [Mpoo@opd» TIPETEL VX

TiepAapBavel gmi owvn amdppdng:

TnV OlKOVOULKY TIPOC(POPA:

Ot TIég Ba Sidovtan we €N

i. T pe kpatnoelg xwplig ®.IM.A.

ii. Mooootd D.M.A. entl Tol¢ %, 0TO oMOolo VTIAYETAL TO €ld0C (2€ TEPITITWON TIOU AVAPEPETAL

gapoApevog O.MN.A owtog Ba SlopBwveTtal amo Tnv Yrnpeoia).

iil. Twn pe kpatnoelg pe E.M.A.
H tun divetal og evpw ava povada.
Mpoopopec ov e Sivouv TIC Teg o EYPQ ) mou kaBopilovv oxéon EYPQ mpog EEvo vouopa
B amopplMTOVTAL WC ATTUPASEKTEC.
H OLVOAIKN TIPOCPEPOUEVN TIUN TNG OLKOVOULKNG TIPOTPOPAC Sev Bar TIPETEL Var EETTEPVA TNV
TipouToAoyloBeioa dSamavn, EMI TOINH AMOPPIWHE

H T pe kpatnoelg xwpig @.M.A. Ba AapBAVETAL YL TN CUYKPLON TWV TIPOCMOPWV.

11

11





25PROCO017353747 2025-08-06

OAOKANPO TO KelpevVO TNG TOPOVONG Elval avopTNUEVO OTO SLOSIKTUO KOl GUYKEKPLUEVO OTNV
lotooeAida Tou '.N. KapaAag otn dlevBuvon www.kavalahospital.gr kat 0to Kevtplkd HAEKTPOVIKO

Mntpwo Anpoociwv XuuBdoswv (KHMAHY).

O AIOIKHTHX
FEPOMNOYAQOZ AXIAAEYZ

12
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